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MICROSOFT AZURE DEVELOPER COURSE CODE: ST407

Syllabus Plan

Fundamentals and Preparations

e Effective Use of Tools & Installations.

e  Git Version Control (GitLab, GitHub).

e Foundation Video Lectures for Beginners & Non-IT Candidates.
[Operating System, Web Technologies, Software Engineering, Agile, Cloud Computing,
Networking, API, Information Security, Data Structure & Algorithm, DBMS, Al Tools]

Assignment 1: Git
Azure Developer

Lesson 1: Azure Fundamentals

e Define cloud computing, cloud models, pricing models, cloud benefits and various use cases.

e Describe Azure regions, availability zones, data centers, resource groups, subscriptions and
management groups.

e Compare compute types, resources and all major components used in Azure for various services.

e Describe directory services in Azure, including Microsoft Entra ID.

e Describe various authentication methods and security features in Azure.

¢ Describe the purpose of Azure Policy, resource locks, service trust portal and Microsoft purview.

Lesson 2: Implement App Service Web Apps and Azure Functions

e Explore Azure App Service

e Configure Web App Settings

e Scale Apps in Azure App Service

e Explore Azure App service deployment slots.
e Explore and Develop Azure Functions

Assignment 2: Azure Developer

Lesson 3: Develop Solutions using Blob Storage and Cosmos DB

e Explore and work with Azure Blob storage.
e Manage the Azure blob storage life cycle.
e Explore and work with Azure Cosmos DB.

Lesson 4: Implement Containerized Solutions

e Manage container images in Azure Container Registry
e Run container images in Azure Container Instances.
e Implement Azure Container Apps.

SITER ACADEMY, NORWAY — WWW.SITERACADEMY.NO



MICROSOFT AZURE DEVELOPER COURSE CODE: ST407

Lesson 5: Implement User Authentication, Authorization and Secure Cloud Solutions.

e Explore the Microsoft identity platform.

¢ Implement authentication by using the Microsoft Authentication Library.
¢ Implement shared access signatures.

e Explore Microsoft Graph.

¢ Implement Azure Key Vault.

¢ Implement managed identities.

¢ Implement Azure App Configuration.

Lesson 6: Develop API, Event and Message Based Solutions

e Explore APl Management.
e Explore Azure Event Grid and Event Hubs.
e Discover Azure Message Queues.

Lesson 7: Monitor and Optimize Solutions

¢ Monitor App Performance.
¢ Develop for Azure Cache for Redis
e Develop for Storage on CDNs.

Project 1: Azure Developer Project + Presentations + Review
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